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Cybersecurity of critical infrastructure has become a major concern of modern society and a matter of national
interest, with direct impacts on social life, the economy, and government operations. Formal verification, a
mathematically rigorous method for proving the correctness of algorithms and system designs, has been widely
and successfully applied to the design and certification of safety-critical and cyber-physical systems to guarantee
correctness, reliability, and fault tolerance. However, its systematic application to cybersecurity at the architectural
and topological levels of such infrastructures remains limited. With the rapidly increasing impact of Artificial
Intelligence (Al) in various domains, including cybersecurity, the idea of combining Al with formal verification has
emerged as a promising research direction. This hybrid approach has already shown promising results in several
domains, such as the verification of cryptographic protocols, software vulnerability detection and automated code
repair.

The main hypothesis of the doctoral thesis is that some of these formal techniques and methods, actively used
in the verification of safety-critical systems, as well as their combination with Al methods, can be successfully
adapted and applied to the verification of cybersecurity properties in complex critical infrastructure systems. The
thesis aims to contribute to the systematic application of formal methods at the topological and architectural levels
for cybersecurity, proposing a framework that integrates existing formal verification techniques from safety-critical
domains and Al methods with modern security requirements.

In this thesis, computer networks that form the backbone of critical infrastructures are defined using mathematical
notation. This representation enables automated examination of these systems against logical formulas that
capture key cybersecurity requirements, including confidentiality, integrity, and availability. Al-based methods are
incorporated to assist in identifying potential attack paths and vulnerabilities, as well as optimizing the process of
verification.

The expected outcome is a methodological foundation for future research at the intersection of formal
verification, Al, and cybersecurity. This foundation will support rigorous security analysis of critical infrastructure
systems, including power networks and industrial control systems, and provide guidance for the application of
formal methods in the design and evaluation of secure and resilient cyber-physical infrastructures.
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